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Glossary of Terms  

	[bookmark: _heading=h.tyjcwt]AFAP
	As Far As Possible – The level risk acceptability criteria as per clinical safety standards

	Clinical Risk 
	Combination of the severity (consequence) and likelihood (probability) of harm to a patient and the likelihood of occurrence of that harm. 

	Clinical Risk Analysis   
	Systematic use of available information to identify and estimate a clinical risk. 

	Clinical Risk Control 
	Process in which decisions are made and measures implemented by which clinical risks are reduced to or maintained within, specified levels. 

	Clinical Risk Estimation 
	Process used to assign values to the severity (consequence) of harm to a patient and the likelihood (probability) of occurrence of that harm. 

	Clinical Risk Evaluation 
	Process of comparing a clinical risk against given risk criteria to determine the acceptability of the clinical risk. 

	Clinical Risk Management (CRM) 
	Systematic application of management policies, procedures, and practices to the tasks of analysing, evaluating, and controlling clinical risk. 

	Clinical Risk Management (CRM) Process  
	A set of interrelated or interacting activities, defined by NHS England to meet the requirements of this standard with the objective of ensuring clinical safety in respect to the development, deployment and use of NIR. 

	Clinical Safety 
	Freedom from unacceptable clinical risk to patients. 

	Clinical Safety Officer 
	NHS Digital accredited clinician (contracting to NHS England), responsible for ensuring the safety of NIR through the application of clinical risk management as set-out in the NHS Digital DCB 0129 Standard requirements. 

	Clinical Safety Case Report (CSCR) 
	A report that presents the arguments and supporting evidence that provides a compelling, comprehensible, and valid case that a solution is safe for a given application in each environment. 

	ETHOS Ltd. 
	Clinical Risk Management Health IT subject Matter Experts (Clinical Safety Engineers and Clinical Safety Officers) contracting to NHS England providing Health IT Clinical Safety assurance in respect of NIR.  

	Harm 
	Death, physical injury, psychological trauma and/or damage to the health or well-being of a patient. 

	Hazard 
	Potential source of harm to a patient. 

	Hazard Log 
	A mechanism for recording and communicating the on-going identification of System hazards associated with a Health IT System. 

	Health IT System 
	Product (such as NIR) used to provide electronic information for health or social care purposes. The product may be hardware, software, or a combination. 

	Residual Clinical Risk 
	The clinical risk derived during clinical risk estimation for the design. 

	Intended Use 
	Use of System in accordance with the specifications, instructions and information provided by the Manufacturer to its clients for its intended use. 

	Likelihood (probability) 
	Measure of the occurrence of harm. 

	Manufacturer  
	Health Navigator, with responsibility for the design and support of the NIR  solution. 

	Patient Safety 
	Freedom from harm to the patient. 

	Residual Clinical Risk 
	Clinical risk remaining after the application of risk control measures. 

	Severity (Consequence) 
	Measure of the possible consequences of a hazard. 
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[bookmark: _Toc218711313]Clinical Safety Responsibility Statement (NIR)

This Clinical Safety Case Report (CSCR) template is provided by NHS England and the National Imaging Registry (NIR) Programme as a baseline framework to support local clinical safety assurance activities undertaken in accordance with DCB 0160: Clinical Risk Management – its Application in the Deployment and Use of Health IT Systems.
This template does not represent a complete, organisation-specific, or exhaustive clinical safety assessment. Responsibility for undertaking, maintaining, and evidencing a DCB 0160 compliant clinical risk management process, including hazard identification, risk evaluation, implementation of risk controls, residual risk acceptance, and ongoing clinical safety governance, remains with the deploying Supplier and/or Healthcare Organisation.
The Supplier is responsible for ensuring that its system is safe for its intended use within each deploying organisation and that this Clinical Safety Case Report, associated Hazard Log, and supporting evidence are updated to reflect the local configuration, deployment context, operational workflows, and governance arrangements.
NHS England and the NIR Programme provide this template, associated guidance, and supporting DCB 0129 clinical safety documentation to assist suppliers in completing local DCB 0160 assurance activities. Responsibility for identifying, assessing, mitigating, accepting, and managing deployment-specific clinical risks remains solely with the deploying Supplier and/or Healthcare Organisation.
Completion of this template does not constitute NHS England approval, endorsement, certification, or acceptance of a supplier deployment. Suppliers remain responsible for ensuring that all applicable DCB 0160 obligations have been completed, that residual clinical risks have been reviewed and accepted through appropriate governance processes, and that approval has been provided by a suitably qualified Clinical Safety Officer prior to live operation.
Suppliers and deploying organisations must ensure that local clinical safety documentation remains under review throughout the system lifecycle and is updated following any material change that may affect clinical risk.




[bookmark: _Toc218711314]Executive Summary 
“…The National Image Registry (NIR) forms part of NHS England’s national digital imaging transformation programme. It establishes a federated repository and discovery framework for diagnostic imaging studies across the NHS, enabling consistent, standards-based access to imaging metadata to support patient care, operational efficiency, and research enablement…”
The section should describe that this document is a joint Supplier and Client authored DCB 0160 Clinical Safety Case Report (CSCR) for integration with the National Imaging Registry (NIR). 
It should also inform that it has been developed using the NIR programme DCB 0129 Clinical Safety Case Report as its primary reference and summarise how deployment and use related clinical risks are managed. 
There should be a statement regarding the controls and evidence described within the safety case and any residual deployment risks that are assessed as acceptable.
There should also be a summary of the following:
Scope: [Describe the scope of the supplier assessment].
Safety Management Approach: [Describe the safety approach undertaken by the supplier].
Hazard Log Summary: [Summarise Hazard Log highlights – number of hazards, hazards of note and residual risk scoring totals].



[bookmark: _Toc218711315]Introduction
Consider using the following text derived in part from the DCB 0129 safety case: 
Under the Health and Social Care Act 2012, health IT systems deployed within NHS clinical settings must comply with DCB 0160. This standards ensure that health IT systems are designed, implemented, and maintained in a way that identifies and mitigates potential risks to patient safety. Compliance with DCB 0160 requires the creation of a formal Clinical Safety Case, supported by a Hazard Log, which collectively demonstrate that clinical risks have been managed to a level that is As Low As Reasonably Practicable (ALARP).
This CSCR has been prepared by [INSERT SUPPLIER NAME] to demonstrate that clinical risks arising from deployment and use of its system in conjunction with the National Imaging Registry (NIR) have been appropriately managed.

This document should be read in conjunction with the NIR DCB 0129 Clinical Safety Case Report, the NIR Supplier Onboarding Pack, and the NIR Supplier Conformance Criteria.
The National Image Registry (NIR) is a core component of the NHS England Diagnostic Imaging Transformation Programme, developed to establish a national federated framework for the discovery, indexing, and secure access of imaging studies across NHS organisations. The NIR provides a centralised mechanism for identifying and retrieving diagnostic imaging data supporting direct clinical care, operational efficiency, and future data-driven innovation.
This Clinical Safety Case has been prepared in accordance with DCB 0160: Clinical Risk Management – its Application in the Deployment of Health IT Systems. It demonstrates that the NIR has been deployed in a manner that appropriately identifies, analyses, and controls potential clinical risks associated with its architecture, data flows, and operation at the Health Care Organisation.
The purpose of this Safety Case is to:
· Present the clinical safety justification for the NIR deployment at the Health Care Organisation.
· Summarise the outcomes of the hazard identification, risk assessment, and mitigation process undertaken by the Supplier.
· Provide evidence that residual clinical risks are ALARP.
· Define the ongoing governance, monitoring, and review processes, ensuring clinical safety is maintained through subsequent NIR iterations.
Note: Complementary documentation is available including the NIR DPIA, System Design and Architecture documentation, Observability and Logging Strategy, and Reporting and Governance Framework.
The document is structured to provide a clear trace from clinical safety governance through to hazard identification, control implementation, and justification for the residual safety position. 


[bookmark: _Toc218711316]Background 
[Taken from the DCB 0129 CSCR – suppliers may wish to add their local background]
The National Image Registry (NIR) forms part of the NHS England Diagnostic Imaging Transformation Programme, which aims to modernise and standardise diagnostic imaging data sharing across the NHS. The NIR, building on the digital assets of the National Record Locator (NRL), provides a national federated registry of imaging metadata, enabling the discovery and retrieval of imaging studies across organisational boundaries to support safe, timely, and informed clinical decision-making.
Historically, diagnostic imaging within the NHS has been managed through regional Picture Archiving and Communication Systems (PACS) and Vendor Neutral Archives (VNAs), resulting in fragmented data access and limited interoperability between networks. Clinicians have often faced delays or incomplete information when attempting to access prior imaging performed at other trusts. The NIR addresses this by creating a single federated point of discovery, built on open standards such as Integrating the Healthcare Enterprise (IHE) XDS and Cross-Community Access (XCA) profiles.
NIR Delivery: 
The NIR is being delivered through a series of six structured milestones, allowing progressive assurance, stakeholder engagement, and incremental validation of safety controls:
· Milestone 1 – Foundation and Early Adoption (Scope of this assessment):
Establishes the core NIR architecture and registry gateway as Private Beta. Connects the first set of early-adopter imaging networks to prove technical feasibility, metadata conformance, and baseline governance arrangements.
· Milestone 2 – Architecture Validation and Standards Alignment:
Expands integration testing with additional regional networks. Focuses on validating interoperability across suppliers, refining IHE profile conformance, and incorporating lessons from initial safety and performance evaluations.
· Milestone 3 – Enhanced Observability and Error Handling:
Introduces central monitoring, structured event logging, and a national error-reporting dashboard. These enhancements improve the traceability of data transactions and support proactive detection of metadata or retrieval issues.
· Milestone 4 – Security, Identity and Access Control Strengthening:
Implements enhanced identity management, audit logging, and mutual-TLS controls. Confirms that authentication, authorisation, and access logging mechanisms meet NHS England information-governance and safety requirements.
· Milestone 5 – Supplier Engagement and Network Scaling:
Broadens participation to include all major PACS and VNA suppliers through the DCB 0160 assurance pathway. Focuses on consistent supplier onboarding, conformance testing, and alignment of local SOPs with national safety expectations.
· Milestone 6 – National Rollout and Operational Assurance:
Completes nationwide onboarding of imaging networks, finalises operational governance structures, and transitions NIR into a live service with ongoing monitoring and clinical safety review. 
During Private Beta, Discovery & Report Retrieval and Image retrieval for the XCA endpoint, the NIR uses these IHE standards to support image registration, discovery, and retrieval across multiple connected imaging networks. Alignment with newer FHIR-based interoperability models, such as the Metadata Handling and Discovery Service (MHDS), is planned for future iterations once supporting infrastructure and governance frameworks are in place. See the Background section for details.

[bookmark: _Toc218711317]Scope of Assessment
This CSCR covers the deployment and operational use of [INSERT SUPPLIER PRODUCT NAME] when integrated with the NIR for image discovery, report retrieval, and/or image retrieval using IHE XDS/XCA and DICOM WADO interfaces.

In scope:

[Supplier to develop detailed description] 
- Supplier system configuration for NIR connectivity
- Metadata publication and retrieval
- Authentication, authorisation, and audit logging
- Operational monitoring and incident response

Out of scope:
- Design and manufacture of the NIR platform (covered by DCB 0129)
- Internal clinical workflows of NHS organisations beyond supplier control





[bookmark: _Toc218711318]Exclusions
The following elements are explicitly excluded from the scope of this DCB 0160 assessment:
· [Supplier add any Exclusions].
[bookmark: _Toc218711319]Special Considerations
· [Supplier add any special considerations].


[bookmark: _Toc218711320]Solution Overview & Description
[The following section is taken from the DCB 0129 CSCR and can be used for reference by the supplier – it is recommended that this is replaced by a description of local architecture and data flow.]

Suppliers must include a local architecture and data flow description illustrating how their system integrates with the National Imaging Registry (NIR). This must include all relevant system components, interfaces, authentication and authorisation mechanisms, error handling paths, and dependencies.
National NIR architecture diagrams may be referenced for context only and must not be used in place of supplier-specific deployment views. The purpose of this section is to demonstrate how deployment-specific hazards have been identified through analysis of the actual system configuration and operational context.
This section describes the National Image Registry (NIR) technical and functional solution as implemented during Discovery & Report Retrieval and Image retrieval for the XCA endpoint.
It explains how the system operates within NHS England’s federated imaging ecosystem, summarises key architectural features, interoperability standards, and the resulting clinical and operational benefits.
Component 1 establishes foundational interoperability by enabling clients compliant with Cross-Community Access (XCA) to discover and retrieve clinical documents from federated responding gateways.
· Query Capability (ITI-38): Introduces the capability for an XCA-compliant client to query clinical documents stored across federated responding gateways. Queries utilize the IHE ITI-38 (Cross-Gateway Query) transaction, enabling distributed discovery of documents based on patient identity, document metadata, and other relevant criteria.
· Retrieve Capability (ITI-39): Provides the ability to retrieve clinical documents identified through federated queries (ITI-38). Retrieval is executed using the IHE ITI-39 (Cross-Gateway Retrieve) transaction. The solution routes retrieval requests to the appropriate responding gateway, collects the requested documents, and returns them in a format directly consumable by the requesting XCA-compliant client.
· Imaging Considerations: In this Component, retrieval is primarily focused on clinical documents, imaging retrieval is not supported by NIR until Image Retrieval components. 
· Security Considerations: Security model is based on IHE standards including WS-Security, SAML assertions, and XUA for authenticated and authorized access across gateways.
[image: ]

[bookmark: _Hlk214465509][bookmark: _Toc218711346]Figure 1 - High-Level NIR Architecture Overview for Private Beta – showing the federated model, registry gateway, local PACS/VNAs, and national interfaces such as the National Record Locator
Component 6 introduces the WADO-WS–based retrieval workflow and supporting components required for manifest-driven access to imaging objects.
· WADO-WS Support (DICOM SOAP Services): Clients use WADO-WS to request specific DICOM objects (Study/Series/Instance) identified via KOS documents.
· Manifest-Driven Retrieval: Retrieval is initiated by first querying and retrieving a KOS manifest. The manifest includes the relevant UIDs and WADO-WS endpoint(s) needed to retrieve the pixel data.
· Proxy Layer Implementation: A proxy is introduced to mediate WADO-WS requests. It handles request routing, endpoint resolution, and ensures logging and observability across imaging flows. However, the proxy does not alter the WADO-WS protocol or perform content transformation.
· Security Considerations (SOAP-based): Unlike FHIR-based interactions secured via OAuth2, WADO-WS follows WS-Security standards. This typically involves X.509 certificates, message signing, and encryption, depending on the security policy of the responding imaging gateway. The proxy must support these mechanisms as required but operates separately from the OAuth-based flow used for FHIR.
· Client Responsibility: Clients must be capable of parsing the manifest, understanding the WADO-WS endpoints provided, and issuing compliant SOAP requests. The system assumes that client applications are already capable of consuming WADO-WS responses.
[image: ]
[bookmark: _Toc218711347]Figure 2 - High-Level NIR Image Retrieval Workflow
Overview
The NIR provides a national discovery and retrieval framework for diagnostic imaging data across the NHS.
It replaces the legacy Image Exchange Portal (IEP) with a modern federated registry, ensuring clinicians can identify and retrieve imaging studies performed anywhere in England without creating duplicate image copies.
Under Alpha, the foundational architecture was established and validated with early-adopter imaging networks.
Under Private Beta, this architecture is being scaled to a national operational service, connecting all imaging networks and standardising metadata management.
Private Beta will include iterative enhancements of this foundation product through improved interoperability, observability, and analytics functions.
Those components are out of scope for this safety case but will be referenced in later updates to the CSCR as each phase undergoes safety review for national approval.
Architecture and Data Management
[bookmark: _Hlk213776633][bookmark: _Toc218711348][image: ]
Figure 3 - NIR High Level Architecture 
[image: ]
[bookmark: _Toc218711349]Figure 3 - Federated Data Flow Diagram – showing local PACS/VNAs, the NIR Gateway, metadata registry, and clinician access paths.

The NIR follows a federated architectural model that prioritises patient data security, system resilience, and clinical accuracy:
· Federated Model – Diagnostic images remain stored in local or regional PACS/VNA systems managed by NHS Trusts. The NIR does not host clinical image data centrally; instead, it indexes metadata and pointers describing where those images reside.
· Central Image Retrieval Gateway – Acts as the national proxy service for patient history discovery and report/image retrieval, providing the capability to route authenticated requests to the correct regional repository. This gateway replaces the legacy Image Exchange Portal (IEP).
· Single Source of Truth – Each study remains in its source system, preventing inconsistent or conflicting copies. The NIR ensures that any retrieval request always resolves to the authoritative image instance.
· National Record Locator (NRL) Integration – The NIR publishes image location metadata to the NRL, allowing other NHS systems (e.g., the NHS App, shared care records, or clinical portals) to identify where imaging data is available for a patient.
· Data Management and Governance – Metadata is validated against the applicable schemas, with structured logging, conformance checks, and audit trails to ensure accuracy and traceability across all participating nodes.

Interoperability and Standards
The NIR is designed to operate in a mixed-technology environment, supporting both existing and next-generation interoperability frameworks:
· Connectivity – Supports communication with IHE XCA-based PACS/RIS systems and is being prepared for FHIR-based integrations in future iterations.
· Industry Standards Compliance – The NIR fully supports Integrating the Healthcare Enterprise (IHE) standards, including XCA and MHDS, and aligns with international interoperability frameworks to future-proof connectivity with systems across the UK and Europe.
· MHDS API Enablement – Initial MHDS API specifications and reference implementations are being developed under the national interoperability roadmap but are not yet in operational use.
· Schema and Conformance Validation – Automated validation at the NIR gateway ensures metadata adheres to IHE profiles prior to initiating transactions. MHDS and IHE profiles prior to publication, mitigating risks of incomplete or inaccurate data registration.
Metadata validation and transaction handling currently use IHE defined schemas for XCA. IHE defined schemas for MHDS will be incorporated later as part of the planned interoperability evolution.


	Category
	Standard / Framework
	Description / Use within NIR

	Document Exchange
	IHE XDS (Cross-Enterprise Document Sharing)
	Core profile for registering and discovering clinical documents.

	Cross-Community Access
	IHE XCA (ITI-38 / ITI-39)
	Enables the discovery and retrieval of imaging and report data across organisations. Referenced in NIR Error Handling-v33 and Trust Model-v24.

	FHIR Document Sharing
	IHE MHDS (Mobile Health Document Sharing)
	FHIR-based standard for federated document access. Supported in parallel with XCA (NIR Product Brief).

	Imaging Retrieval
	DICOM WADO-RS / WADO-WS
	Imaging retrieval protocols for RESTful and SOAP-based access to diagnostic images. Mentioned in Trust Model-v24.

	Security & Identity
	WS-Security (OASIS Standard)
	SOAP message signing and encryption (for XCA / XDS exchanges).

	
	SAML 2.0 / XUA (Cross-Enterprise User Assertion)
	Provides user identity and authorisation in SOAP exchanges.

	
	OAuth 2.0 / IUA (Internet User Assertion)
	RESTful (FHIR/MHDS) authentication and authorisation mechanism.

	
	Mutual TLS (mTLS) via NHS Private CA
	Enforced at transport layer for system authentication (Trust Model-v24, Security and Compliance Strategy-v5).



[bookmark: _Toc214376927]Table 1 – NIR Standards and Frameworks

[bookmark: _Toc218711321]Intended Use
The supplier system is intended to support clinicians by enabling access to diagnostic imaging and reports via the NIR. The system does not perform diagnostic interpretation or clinical decision support. Diagnostic responsibility remains with the clinician using local PACS or viewer systems.
[Supplier to detail intended organisations onboarding and clinical workflows NIR will be supporting].

Intended Users
The NIR may be accessed or utilised by:
[Detail HCO staff to have access to NIR]

[bookmark: _Toc218711322]Exclusions (Non-Intended Use)
The following are explicitly excluded from the intended use of the NIR:
[Supplier to detail any exclusions for the use of NIR at the4 HCO].
[bookmark: _Toc218711323]Limitations
[Supplier to describe any limitations of use of the NIR within the HCO].

[bookmark: _Medical_Device_Regulations]
[bookmark: _Toc218711324]Clinical Risk Management Process
Clinical Risk Management Process - Overview
[INSERT SUPPLIER NAME] operates a Clinical Safety Management System (CSMS) compliant with DCB 0160. A suitably qualified Clinical Safety Officer (CSO) has been appointed.

Responsibilities include:
- Oversight of deployment hazard identification
- Review of configuration and interoperability risks
- Approval of residual risk acceptability
- Liaison with NHS England NIR Clinical Safety Team


Clinical Risk Management System or Framework
[INSERT EVIDENCE: CSMS DESCRIPTION OR REFERENCE]
Risk Management Stages
The NHS DCB 0160 Clinical Risk Management process is described within the standards:
https://www.england.nhs.uk/long-read/digital-clinical-safety-assurance/


Scope and Exclusions
[Supplier to describe the scope and exclusions of their safety assessment]

Methodology and Tools
[Supplier to consider documenting the assessment methodology used – examples below]
Hazard Identification Method: SWIFT (Structured What-If Technique) and design review workshops.
Risk Evaluation Matrix: NHS England DCB 0129 clinical risk matrix (five-level likelihood × five-level consequence).
Documentation Tools: Hazard Log (Excel-based tracker), Clinical Safety Case Report (Word), and CRMP (Word/PDF).


[Supplier to detail Clinical Safety Roles and Responsibilities of staff involved in the safety assessment]
	Name
	Role / Title & Organisation
	Type of Contribution / Support

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



[bookmark: _Toc214376928]Table 2 - Clinical Safety Roles and Responsibilities

[bookmark: _Toc218711325]Clinical Risk Management File
[Supplier is expected to have a DCB 0160 compliant CRMF]
Purpose
The CRMF provides a structured, single source of reference for all artefacts demonstrating compliance with DCB 0129, including hazard identification, risk assessments, mitigation evidence, and governance approvals. It supports the Clinical Safety Officer (CSO) in maintaining ongoing oversight of clinical risk management and ensures that all relevant materials are accessible for audit, assurance, and review.
Contents
The CRMF includes, but is not limited to, the following controlled artefacts:
· Clinical Risk Management Plan (CRMP) – defining the governance structure, methodology, and responsibilities.
· Clinical Safety Case Report (CSCR) – presenting the safety justification and residual risk position.
· Hazard Log – recording identified hazards, associated risks, mitigations, and outcomes.
· Clinical Safety Workshop Records – including attendance, minutes, and hazard validation outcomes.
· Change and Release Safety Assessments – documenting reviews of configuration or functional updates.
· Medical Device Classification Assessment Form – confirming the non-medical-device status of the NIR.
· Supporting Evidence – including testing outputs, incident reviews, and programme-level approvals.
Storage and Maintenance
The CRMF is maintained by the [Siupplier] within the NHS England secure digital workspace.
It is hosted on the NHS England Confluence platform, under restricted access, ensuring appropriate information governance and version control.
Only authorised members of the Clinical Safety Team, Programme Management Office (PMO), and relevant assurance stakeholders have edit permissions; read-only access may be granted to auditors or external reviewers as required.
Updates to the CRMF are controlled through the NIR configuration management process. Each new release or safety review results in version updates to the associated artefacts, which are logged and referenced in the CRMF index.
Ownership and Review
The Clinical Safety Officer (CSO) is the accountable owner of the CRMF.
Routine reviews are conducted at key programme milestones and following any significant changes to the system, governance process, or associated clinical risk documentation.
A formal CRMF audit is undertaken at least annually to ensure completeness, accuracy, and compliance with DCB 0160 and NHS England policy.

[bookmark: _Toc218711326]Clinical Risk Identification & Analysis
Include a description of the Clinical risk identification and analysis method conducted for the National Image Registry (NIR). This should be undertaken in accordance with the principles of DCB 0160 and the methodology defined in the [Supplier NIR Clinical Risk Management Plan (CRMP)].
For the purposes of this Clinical Safety Case Report, a deployment-specific hazard is defined as a hazard that arises from the configuration, integration, operational use, or local environment of the supplier system when connected to the National Imaging Registry (NIR).
Deployment-specific hazards do not include hazards inherent to the design or manufacture of the NIR platform itself, which are addressed through the NIR DCB 0129 Clinical Safety Case. Instead, they represent how known hazard themes may manifest within the supplier’s own deployment context and what additional controls are required to manage those risks safely.
The purpose of this process is to identify any potential hazards that could lead to patient harm, data integrity issues, or delays in clinical care, and to evaluate these risks in a systematic, transparent, and evidence-based manner.
· There should be a description of how the hazards were identified, design reviews, multidisciplinary clinical safety workshops, etc. 
· There should be a review of the analysis of the system’s architecture and data flows across Discovery & Report Retrieval and Image retrieval for the XCA endpoint.
· Each hazard should be assessed for its potential clinical impact (severity) and likelihood of occurrence, using the standard NHS England DCB 0129 risk scoring matrix, and recorded within the maintained NIR Hazard Log – see Appendix A.
[bookmark: _Toc218711327]Clinical Risk Evaluation
Deployment hazards should be identified using structured review of the NIR architecture, supplier integration design, and the NIR hazard themes defined in the DCB 0129 CSCR. Hazard identification methods included clinical scenario walkthroughs, interoperability failure analysis, and review of previous NIR Private Beta findings.

Hazards include, but are not limited to:
- Availability and retrieval failures
- Metadata quality and patient identification errors
- Interoperability and standards non-conformance
- Access control and audit failures

For the initial Hazard Log [INSERT REFERENCE TO SUPPLIER HAZARD LOG], provide a summary of the outcome in this section.
Suggested descriptive text: The clinical risk associated with each hazard was scored based on two factors: the severity of harm (if the hazard were realised) and the likelihood of occurrence of that harm. For each of these factors, the presence or otherwise of existing mitigation was considered. The associated matrix for this is in Appendix B.
The criteria used for assessment is also provided in Appendix B. The values obtained for consequence and likelihood were then applied to the following matrix to obtain an overall risk acceptability score from 1 to 5, where 5 represents the greater risk. Input at all stages was gathered from all relevant NIR stakeholders including deployment and management teams.  
Include a summary of the risk scores in Table 2 below:
	Solution
	Risk Rating 1
	Risk Rating 2
	Total

	NHS NIR
	
	
	



[bookmark: _Toc214376929]Table 3 - Residual Design Risk Score for NIR

[bookmark: _Toc218711328]Hazard Log Structure
Suggested descriptive text for the a standard NHS “template” Hazard Log: For each identified hazard, the following attributes are applied on the hazard log: 
· Hazard name 
· Hazard number - unique reference number to enable tracking of the hazard throughout the project 
· Hazard description - focuses on the potential nature of the hazard itself and its effect in the defined context 
· Potential clinical impact - potential harm / impact on patients or end users of the solution 
· Possible causes - these may be technical, device hardware, or human error. A hazard may have multiple causes - workshop activities surface these 
· Existing controls - measure currently in place and will remain in place post implementation 


[bookmark: _Toc218711329]Role of the Hazard Log in DCB 0160 Clinical Safety Assurance
The Hazard Log is the primary artefact underpinning the DCB 0160 clinical safety assurance process for systems integrating with the National Imaging Registry (NIR).
The Hazard Log shall provide the authoritative record of all deployment-specific and operational hazards associated with the supplier system when integrated with NIR. It shall demonstrate how potential clinical risks have been identified, analysed, controlled, and reduced to a level that is As Low As Reasonably Practicable (ALARP).
The Clinical Safety Case Report (CSCR) must be derived directly from, and remain fully traceable to, the maintained Hazard Log. Narrative statements within the CSCR must be supported by evidence recorded within the Hazard Log and its referenced controls.
The Hazard Log must be treated as a live document and maintained through-life, including during deployment, early life support, routine operation, and following any material system or operational changes.
Minimum Hazard Log Requirements
Supplier Hazard Logs submitted in support of DCB 0160 assurance must, as a minimum, include the following attributes for each identified hazard:
· A unique Hazard ID to support traceability
· A clear deployment-specific hazard description, describing how the hazard may arise in the context of NIR integration
· Identified causes, which may include technical, procedural, configuration-related, or human factors
· The potential clinical consequence, expressed in terms of patient impact or impact on clinical decision-making
· An initial clinical risk score (likelihood and consequence)
· Defined risk controls, including: technical controls, procedural or operational controls, and organisational or governance controls
· References to specific supporting evidence demonstrating implementation and effectiveness of controls
· A residual clinical risk score following application of controls
· A named risk owner
· Identification of the authority responsible for residual risk acceptance (supplier or deploying organisation)
Hazard Logs should try and demonstrate a clear linkage between hazards, controls, evidence, and residual risk acceptance.
Supplier Hazard Logs must demonstrate alignment with the NIR hazard themes identified within the NIR DCB 0129 Clinical Safety Case. Suppliers are not expected to re-assess NIR design hazards. Instead, suppliers must describe how relevant hazard themes manifest within their own deployment, configuration, and operational context, and what additional controls are required to manage those risks safely. Where a hazard theme is considered not applicable, this must be explicitly stated and justified within the Hazard Log.

Hazard-to-Evidence Traceability
Each hazard recorded within the Supplier Hazard Log must reference one or more specific items of supporting evidence demonstrating the effectiveness of the associated controls.
Evidence may include, but is not limited to:
· architecture or configuration documentation,
· interoperability and conformance test results,
· monitoring and alerting outputs,
· standard operating procedures,
· training materials and attendance records,
· incident management and escalation procedures.
Evidence must be clearly identifiable, version-controlled, and available for assurance review. Generic or unreferenced statements of control effectiveness are not sufficient to support DCB 0160 assurance.
Residual Risk Acceptance and Governance
Residual clinical risks identified within the Supplier Hazard Log must be explicitly reviewed and accepted in accordance with defined governance arrangements.
· Risks that are fully within the supplier’s control may be accepted by the supplier’s Clinical Safety Officer (CSO).
· Risks that depend on local configuration, operational practice, or organisational procedures must be accepted by the deploying healthcare organisation.
Residual risk acceptance decisions must be:
· recorded within the Hazard Log,
· reflected within the CSCR narrative and Summary Safety Statement, and
· supported by appropriate justification that further risk reduction would be disproportionate to the benefit gained.
No uncontrolled or unacceptable clinical risks may remain at the point of go-live.
Hazards of Note
Suppliers must identify within the Hazard Log any hazards considered to be of particular significance, including hazards:
· with higher potential clinical consequence despite low likelihood,
· that rely primarily on procedural or organisational controls,
· that require enhanced monitoring during live operation.
These hazards must be clearly flagged within the Hazard Log and referenced within the CSCR. The supplier must describe how such hazards are monitored, reviewed, and governed during live operation.
Triggers for Hazard Log Review and Update
In addition to routine periodic review, the Supplier Hazard Log and associated CSCR must be reviewed and updated following any material change that may affect clinical risk, including but not limited to:
· changes to interoperability standards or interfaces (e.g. XCA, MHDS, WADO),
· changes to identity, authentication, or access control mechanisms,
· changes to timeout, retry, or error-handling behaviour,
· user interface changes that may affect interpretation of results,
· introduction of new user groups or clinical workflows,
· significant clinical safety incidents or near misses.
Evidence of review and approval by the appropriate Clinical Safety Officer must be retained.
Common Hazard Log Weaknesses
The following issues have been identified as common causes of inadequate DCB 0160 submissions and should be avoided:
reproducing NIR DCB 0129 hazards without describing local manifestation,
treating the Hazard Log as a static document,
omission of procedural or training-related controls,
lack of evidence references supporting controls,
acceptance of residual risk without documented justification.
Suppliers are encouraged to review their Hazard Logs against this guidance before submission.


Clinical Risk Control
This section should describe the technical and procedural controls implemented by the supplier to mitigate deployment and operational risks associated with integration with the National Imaging Registry (NIR). Each control is designed to address specific hazards identified in the deployment hazard log.
Some deployment risks cannot be fully mitigated through technical design alone and require procedural, organisational, or behavioural controls to reduce clinical risk to an acceptable level. Suppliers must identify any hazards where further technical mitigation is not reasonably practicable and where risk control relies primarily on operational procedures, user training and guidance, governance or escalation arrangements, or monitoring and review processes. For such hazards, the supplier must demonstrate how these controls are implemented, communicated, monitored, and reviewed to ensure that residual risk remains As Low As Reasonably Practicable (ALARP).

Technical Controls (Mitigates HAZ-001, HAZ-003, HAZ-005, HAZ-006, HAZ-009)
Technical controls ensure that system behaviour is predictable, secure, and standards-compliant. These controls are required to prevent incorrect, incomplete, or unauthorised access to imaging data.

Acceptable evidence includes:
- Architecture and design documentation
- Configuration specifications
- Security and access control policies

Business Process and Procedural Controls (Mitigates HAZ-001, HAZ-005, HAZ-006)
Procedural controls are required to ensure that technical safeguards are consistently applied during supplier onboarding, deployment, and live operation. Without robust procedures, configuration errors or uncoordinated responses to failures may lead to clinical risk.

Key procedural controls include:
- Supplier onboarding and configuration checklists to ensure all mandatory NIR requirements are met prior to go-live
- Documented fallback procedures for retrieval failures to guide clinical and technical users when imaging cannot be accessed via NIR
- Incident escalation processes aligned to NHS England frameworks to ensure timely clinical safety oversight and resolution

Acceptable documented evidence includes:
- Completed and approved onboarding checklists
- Standard Operating Procedures (SOPs) for fallback and escalation
- Incident management policies and escalation flow diagrams

User Interface Controls (Mitigates HAZ-001, HAZ-005)
User interface controls are required to reduce the likelihood of user misinterpretation during normal and abnormal system conditions. Clear visual cues and warnings support safe clinical decision-making.

Acceptable evidence includes:
- UI design specifications or screenshots
- Usability testing outcomes
- UAT feedback demonstrating safe user behaviour




[bookmark: _Toc218711330]NIR Technical Controls Summary
[Supplier controls]
[bookmark: _Toc218711331][bookmark: _Toc94530043]Business Process and Procedural Controls 
[Supplier controls]
[bookmark: _Toc218711332]User Interface Controls 
[Supplier controls]

[bookmark: _Toc218711333]Testing and Validation
This section defines the mandatory testing activities that suppliers must complete to demonstrate that deployment and operational risks associated with NIR integration are adequately controlled. These activities are essential to mitigate hazards related to availability, interoperability, data quality, patient identification, and business continuity.

Integration and Interoperability Testing (Mitigates HAZ-001, HAZ-003, HAZ-009)
Suppliers must perform formal integration testing to demonstrate correct implementation of NIR interfaces and standards. This includes validation of IHE XDS/XCA transactions (ITI-38 and ITI-39), metadata publication workflows, and DICOM WADO-RS/WADO-WS retrieval. Testing must confirm correct handling of success, partial success, and failure responses.

Why this is necessary:
Integration failures can result in missing or incomplete imaging data being presented to clinicians, leading to delayed or unsafe clinical decisions.

Expected outputs:
- Completed integration test plan
- Test execution evidence and logs
- Statement of conformance to required standards
[INSERT INTEGRATION TEST REPORT REFERENCES]

User Acceptance Testing (UAT) (Mitigates HAZ-001, HAZ-005)
Suppliers must support User Acceptance Testing with representative clinical and operational users. UAT scenarios must include normal workflows and degraded modes, such as delayed or failed retrieval, and verification of user messaging and fallback guidance.

Why this is necessary:
UAT ensures that system behaviour is clinically intuitive and that users do not misinterpret system responses during abnormal conditions.

Expected outputs:
- Approved UAT scenarios and scripts
- Documented outcomes and user sign-off
[INSERT UAT EVIDENCE AND SIGN-OFF]

Performance and Load Testing (Mitigates HAZ-001)
Suppliers must conduct performance testing to demonstrate that NIR-related transactions meet defined response time and throughput requirements under expected and peak loads. Testing must include stress conditions and recovery behaviour.

Why this is necessary?
Poor performance or timeouts may be misinterpreted as absence of data, potentially leading to repeat imaging or delayed treatment.

Expected outputs:
- Performance test reports
- Defined performance thresholds and monitoring metrics
[INSERT PERFORMANCE TEST RESULTS]

Business Continuity and Resilience Testing (Mitigates HAZ-001, HAZ-006)
Suppliers must demonstrate that business continuity arrangements support safe operation during planned and unplanned outages. Testing must cover failover, backup restoration, certificate expiry handling, and incident escalation.

Why this is necessary:
Loss of access to imaging data during outages can directly impact patient safety. Suppliers must prove that safe fallback procedures are effective.

Expected outputs:
- Business continuity and disaster recovery test evidence
- Documented recovery time objectives (RTO) and recovery point objectives (RPO)
[INSERT BC/DR TEST EVIDENCE]


UAT scenarios must explicitly include NHS Number-based patient searches and the handling of demographic discrepancies to ensure safe and intuitive user behaviour.
Supplier testing activities are aligned with the NIR programme assurance approach and include:

Integration and Conformance Testing:
- Verification of IHE XDS/XCA transactions (ITI-38, ITI-39)
- Validation of DICOM WADO-RS/WS retrieval workflows
- Schema and metadata conformance testing

Clinical Safety Testing:
- Hazard-based test scenarios derived from NIR hazard themes
- Negative testing to validate safe behaviour during failures
- Performance and timeout testing to prevent misleading outputs

Operational Readiness Testing:
- Verification of monitoring, alerting, and logging
- Incident response and escalation simulations

[INSERT TEST REPORT REFERENCES, DATES, AND RESULTS]

[bookmark: _Toc218711334]Deployment and Go-Live Controls
This section describes the controls applied during deployment and go-live to ensure the system is configured safely and is operationally ready prior to clinical use.

Why these controls are required:
Deployment represents a period of increased clinical risk due to configuration changes, environmental differences, and dependency alignment. Structured deployment controls reduce the risk of misconfiguration or incomplete readiness leading to delayed or unsafe clinical decisions.

Deployment Controls (Mitigates HAZ-001, HAZ-005, HAZ-006, HAZ-009):
- Formal pre-go-live readiness assessment covering technical, clinical safety, and security domains
- Verification that all required NIR integration and conformance testing has passed
- Confirmation that NHS Number validation and demographic management controls are enabled
- Validation of certificate trust, access control configuration, and audit logging
- Confirmation that clinical and technical users have completed required training

Acceptable documented evidence includes:
- Signed and dated go-live readiness checklist
- Configuration and security sign-off records
- Training completion records
- Formal go-live approval or change record

Enhanced monitoring arrangements must be in place during early life support, with defined rollback or escalation criteria should safety concerns arise.
[bookmark: _Toc218711335]Ongoing Monitoring and Incident Management
This section describes how the supplier maintains clinical safety through proactive monitoring, incident management, and periodic review following deployment.

Why these controls are required:
Clinical risk persists throughout system operation. Changes in usage patterns, upstream systems, or network conditions can introduce new risks or increase the likelihood of existing hazards.

Monitoring & Incident Controls (Mitigates HAZ-001, HAZ-003, HAZ-005, HAZ-006):
- Automated monitoring of availability, performance, and error rates for NIR transactions
- Routine review of audit logs to detect inappropriate access or anomalous usage
- Monitoring of NHS Number validation failures and demographic correction activity

Incident Management:
Clinical safety incidents must be recorded and escalated in line with NHS England frameworks. The supplier Clinical Safety Officer must review incidents with potential patient impact.

Acceptable documented evidence includes:
- Monitoring dashboards or scheduled reports
- Incident management procedures and escalation flow diagrams
- Incident logs and investigation reports
- Records of CSO review and approval

Outcomes from clinical safety incidents, near misses, trend analysis, and monitoring activities must be reviewed by the Supplier Clinical Safety Officer (CSO). Where appropriate, these outcomes must be used to inform updates to the Hazard Log, including the identification of new hazards, re-scoring of existing risks, or implementation of additional controls. Evidence of review and any resulting updates must be retained within the Clinical Risk Management File. Learning from incidents and monitoring must be used to update the hazard log, controls, and training materials.

[bookmark: _Toc218711336]Supplier Training and Guidance Material
Beyond technical integration, suppliers have a responsibility to ensure that all users are adequately trained before they access the NIR. As part of the onboarding assurance, you must provide evidence that clinical and operational users, have been trained and are aware of the system’s operational boundaries and procedures. 
Training guidance is available via the NIR Confluence workspace and the dedicated onboarding portal. Suppliers are expected to disseminate these materials through engagement workshops and digital platforms, reinforcing a shared understanding that the NIR acts solely as a discovery service and does not alter clinical images. 

[bookmark: _Toc218711337]Technical Support and Incident Management (NIR Deployment Considerations)
As part of the deployment and ongoing use of systems integrating with or dependent upon the National Image Registry (NIR), suppliers and deploying organisations must review and consider the existing NIR technical support and incident management arrangements to ensure local operational processes align with national safety controls.
The NIR is supported through a defined operational model governed by the NHS England Service Management Framework, as documented in the NIR Operational Support Model (v2.0). This model provides a centralised service desk responsible for incident triage, classification, prioritisation, and escalation. Deploying organisations should ensure that their local support arrangements are compatible with this model and that staff understand how NIR-related incidents are identified and escalated.
System observability and monitoring are provided centrally via the NIR Observability Platform, which monitors transaction performance, query response times, and connectivity status. Automated alerts enable early identification of anomalies and potential service degradation. Suppliers deploying systems that rely on NIR should confirm how local monitoring, alerting, or business continuity processes interact with national NIR monitoring arrangements, particularly where clinical workflow may be affected.
The NIR Incident Management Procedure (IMP) defines incident severity levels, response targets, escalation routes, and governance arrangements. Incidents with potential clinical impact are reviewed by the NIR Clinical Safety Officer and investigated in accordance with DCB 0129 Section 4.4 requirements. Deploying organisations should ensure that their own incident management procedures clearly describe:
how NIR-related incidents are recognised locally,
how they are escalated to the national NIR service desk, and
how clinical safety concerns are communicated to local clinical safety roles.
Post-incident reviews are conducted for all critical NIR-related events, with outcomes recorded in the NIR Hazard Log and relevant Service Review Reports. Where systemic or recurring issues are identified, corrective and preventive actions (CAPA) are raised through the NIR change management process. Deploying organisations should ensure that relevant outcomes from NIR incident reviews are considered locally and, where applicable, reflected in local hazard logs, risk assessments, or operational procedures.
This alignment between national NIR incident management and local deployment processes provides assurance that NIR-related safety risks are appropriately monitored, escalated, and managed throughout the system lifecycle, supporting continuous improvement and traceability between incident management and clinical risk documentation.

[bookmark: _Toc218711338]Hazard Log
Suppliers should include a section describing their existing Hazard Log and summarising the key hazard areas and overall findings relevant to deployment.
This section is intended to provide deployment level assurance and should demonstrate that the supplier’s hazard log has been reviewed and is suitable to be relied upon as the baseline for deployment risk management under DCB 0160.
Suggested points to cover in this section:
Describe the Supplier Hazard Log
· Identify the supplier Hazard Log document, including version and reference.
· Confirm that it is maintained in UK NHS format and treated as a live document.
· Summarise the scope of the Hazard Log, including the product functions and interfaces covered.
· State that the Hazard Log includes hazard identification, causes, clinical consequences, controls, risk estimation, ownership, and governance arrangements.
Summarise Key Hazard Domains
· Provide a high-level description of the main hazard domains considered within the Hazard Log (e.g. data quality, availability, configuration/user error, interoperability, operational governance).
· For each domain, briefly describe:
· the nature of the risks addressed,
· the types of clinical consequences considered, and
· the categories of controls applied (technical, procedural, organisational).
· This summary should be descriptive rather than exhaustive and must not reproduce the full hazard log content.
Highlight Hazards of Note
· Identify any hazards designated by the supplier as hazards of note, higher-impact risks, or subject to enhanced monitoring.
· Explain why these hazards are considered notable (e.g. potential clinical consequence despite low likelihood).
· Describe how these hazards are monitored and governed during live operation.
State Overall Hazard Log Findings
· Summarise the overall findings from the supplier Hazard Log, including:
· confirmation that all identified hazards have defined mitigations,
· confirmation that residual risks are within acceptable limits, and
· confirmation that no uncontrolled or unacceptable clinical risks remain.
· Where hazards are accepted with mitigation, state that these are managed through ongoing monitoring and governance processes.

[bookmark: _Toc218711339]Summary of Deployment Hazard Log
This section can be used for a summary of the key deployment hazards relevant integrating with the National Imaging Registry (NIR). The hazards are derived from the NIR DCB 0129 Hazard Log (See Appendix B Deployment Controls) and are applicable to supplier deployment, configuration, and operational use contexts. Detailed analysis is maintained in the supplier Hazard Log.
	Hazard ID
	Hazard Description
	Potential Clinical Impact
	Primary Controls
	Residual Risk (Indicative)
	Supplier Evidence Required

	HAZ-001
	Failure to retrieve imaging when clinically required
	Delay to diagnosis or treatment
	Network resilience, retry logic, fallback SOPs
	Low
	[INSERT TEST EVIDENCE, MONITORING METRICS]

	HAZ-003
	Incomplete or incorrect imaging metadata
	Use of incomplete or misleading information
	Metadata validation, conformance testing
	Low
	[INSERT SCHEMA VALIDATION RESULTS]

	HAZ-005
	Incorrect patient identification or matching
	Wrong patient imaging accessed
	Identity validation, NHS Number checks, audit
	Low
	[INSERT IDENTITY CONTROL EVIDENCE]

	HAZ-006
	Unauthorised access to imaging data
	Breach of confidentiality, patient harm
	RBAC, authentication, audit logging
	Low
	[INSERT ACCESS CONTROL EVIDENCE]

	HAZ-009
	Interoperability or standards non-conformance
	Missing or delayed imaging access
	IHE XDS/XCA conformance testing
	Low
	[INSERT CONFORMANCE TEST REPORTS]



[bookmark: _Toc218711340]NIR Safety Recommendations (DCB 0160)
Suppliers should identify any clinical safety recommendations that mitigate hazards which cannot be controlled through system design alone. These recommendations should focus on user behaviours, local working practices and operational procedures necessary to maintain patient safety when using the National Imaging Registry (NIR). 
Evidence must be provided that these recommendations have been communicated to and acknowledged by the deploying organization's Clinical Safety Officer (CSO).


[bookmark: _Toc218711341]Summary Safety Statement
The Summary Safety Statement is the definitive clinical sign off statement for NIR deployment. It must provide a narrative that satisfies the following to ensure compliance with the DCB 0160 clinical safety standard.
Final Risk Assertion
· Guidance: Provide an unambiguous judgment that the system is safe for live use.
· Rationale: This confirms that while "perfect safety" is impossible, any remaining risks are known, controlled, and deemed acceptable within a clinical environment.
Methodology Confirmation
· Guidance: State explicitly that the assessment followed the organisation’s Clinical Risk Management Plan (CRMP).
· Rationale: This establishes the legal and procedural validity of the assessment, proving it followed a standardised, structured methodology rather than an ad-hoc review.
Hazard Log Reference
· Guidance: Confirm that all identified risks have been reduced to a level that is "As Low As Reasonably Practicable" (ALARP).
· Rationale: This serves as the evidence-based audit trail, demonstrating that all feasible measures to reduce risk have been taken and further reduction would be disproportionate to the benefit.
Supplier Alignment
· Guidance: Confirm review of the NIR DCB 0129 safety documentation.
· Rationale: This bridges the gap between the product design and local use, ensuring that "transferred risks" are managed by your local operational procedures.
Condition of Use
· Guidance: Explicitly list mandatory operational requirements, such as user training or specific patient verification steps.
· Rationale: This ensures the safety declaration is conditional; the system is only considered "safe" if these specific protocols are strictly maintained by the users.
The system is considered safe for live use only when the following conditions are met:
· Required clinical and operational user training has been completed and evidenced.
· Fallback procedures for NIR unavailability or retrieval failure are in place and understood.
· Monitoring, alerting, and incident escalation arrangements are operational.
· Local operational processes align with NIR governance and incident management frameworks.
Failure to maintain these conditions may invalidate the safety position set out in this Clinical Safety Case Report.
Assurance Completeness Declaration
For DCB 0160 Compliance: This statement must be signed by a registered Clinical Safety Officer (CSO). Failure to include these rationales may result in the NHS England Digital Onboarding submission being returned for further evidence. This Clinical Safety Case Report, together with the referenced Supplier Hazard Log and supporting evidence, is considered complete and sufficient to support DCB 0160 deployment clinical safety assurance for the defined scope. No known uncontrolled or unacceptable clinical risks remain at the point of approval.
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Appendices
[bookmark: _Toc218711343]Appendix A – Risk Matrices and Definitions 
Clinical Risk Management Risk Matrix
	Likelihood
	Very High
	3
	4
	4
	5
	5

	
	High
	2
	3
	3
	4
	5

	
	Medium
	2
	2
	3
	3
	4

	
	Low
	1
	2
	2
	3
	4

	
	Very Low
	1
	1
	2
	2
	3

	
	Minor
	Significant
	Considerable
	Major
	Catastrophic

	
	Consequence




Risk Matrix key - Severity
	5
	Unacceptable level of risk

	4
	Mandatory elimination or control to reduce risk to an acceptable level

	3
	Undesirable level of risk
Attempts should be made to eliminate or control to reduce risk to an acceptable level.  Shall only be acceptable when further risk reduction is impractical.

	2
	Acceptable where cost of further reduction outweighs benefits gained.

	1
	Acceptable, no further action required




Hazard likelihood definitions
	Likelihood Category
	Interpretation


	Very high 
	Certain or almost certain; highly likely to occur 

	High 
	Not certain but very possible; reasonably expected to occur in the majority of cases 

	Medium 
	Possible

	Low 
	Could occur but in the great majority of occasions will not 

	Very low 
	Negligible or nearly negligible possibility of occurring 





Hazard Consequence definitions
	Consequence Classification
	Interpretation
	Number of Patients Affected

	Catastrophic
	Death 
	Multiple

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term
	Multiple

	Major
	Death
	Single

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term
	Single

	
	Severe injury or severe incapacity from which recovery is expected in the short term
	Multiple

	
	Severe psychological trauma
	Multiple

	
Considerable
	Severe injury or severe incapacity from which recovery is expected in the short term
	Single

	
	Severe psychological trauma
	Single

	
	Minor injury or injuries from which recovery is not expected in the short term.
	Multiple

	
	Significant psychological trauma.
	Multiple

	
Significant
	Minor injury or injuries from which recovery is not expected in the short term.
	Single

	
	Significant psychological trauma
	Single

	
	Minor injury from which recovery is expected in the short term
	Multiple

	
	Minor psychological upset; inconvenience
	Multiple

	Minor
	Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity
	Single







[bookmark: _Toc218711344]Appendix B – NIR Deployment Controls and Safety Recommendations (DCB 0160)
The Deployment Controls and Safety Recommendations outlined in this DCB 0160 Clinical Safety Case Report Template for the NIR solution represent risk controls and safety considerations identified during the DCB 0129 clinical risk assessment of the product design. Traceability back to the DCB 0129 hazard log is provided through the Hazard Numbers.
	Hazard Group
	Individual Hazard IDs
	Hazard Sub-Group
	Operational Requirements to be Maintained and Recommendations

	Availability & Retrieval Failures
	HAZ 001, HAZ 002
	Network & Infrastructure Availability
	Organisations must maintain high network uptime and monitor PACS/VNA gateway performance continuously. Network redundancy, load balancing, and failover configurations must be validated and documented. Automated alerts should notify support teams of connectivity issues, and escalation procedures should be triggered for sustained outages.

	Availability & Retrieval Failures
	HAZ 001, HAZ 003, HAZ 004
	Image Retrieval Workflow
	System behaviour must ensure complete retrieval of images and related metadata across federated networks. Partial query results must generate explicit user notifications. Retry logic must be implemented, and timeouts configured to prevent misleading outputs. Testing should include simulated retrieval failures.

	Availability & Retrieval Failures
	HAZ 001, HAZ 004, HAZ 002
	Operational Response & Escalation
	Local SOPs must define fallback options when image retrieval fails. Clinical and technical users must be trained on escalation routes and how to differentiate between local and remote issues. Tabletop exercises should verify readiness and escalation effectiveness.

	Data Quality & Patient Identification Errors
	HAZ 003, HAZ 005
	Metadata Conformance & Validation
	All connected systems must perform schema validation before publishing data to the NIR. Incomplete or malformed metadata must be rejected automatically. Supplier conformance tests during onboarding must validate compliance with IHE XDS and XCA profiles.

	Data Quality & Patient Identification Errors
	HAZ 005
	Patient Identity Management
	Patient identifiers must be validated against authoritative sources, and merge/unmerge processes logged. Systems must prevent accidental overwrites or duplicate creation. Regular audits of patient demographic consistency across federated systems are required.

	Data Quality & Patient Identification Errors
	HAZ 003, HAZ 005
	Data Provenance & Traceability
	The NIR must maintain the 'single source of truth' principle. Audit logs must document the origin of each dataset and timestamp of registration. Provenance records should be reviewed periodically to ensure traceability and prevent data drift.

	Security, Privacy & Access Control Failures
	HAZ 006
	Identity Federation & Authentication
	All NIR users must authenticate via NHS Identity or federated access controls. Access tokens must be time-bound and traceable. Failed authentication attempts should be logged and reviewed for anomalies.

	Security, Privacy & Access Control Failures
	HAZ 006
	Role-Based Access & Least Privilege
	Access permissions must be role-based and reviewed quarterly to ensure alignment with job functions. Clinical data should only be accessible to authorised staff, and audit trails must capture all image access events.

	Security, Privacy & Access Control Failures
	HAZ 006
	Encryption & Data Transmission Security
	All communication between NIR components and connected systems must use TLS 1.2+ encryption. Certificate management must follow NHS Cyber Security guidelines, with regular rotation and validation. Breach response procedures must be rehearsed annually.

	Governance & Operational Risks
	HAZ 007, HAZ 008
	Governance & Accountability Structures
	Each trust must define governance roles for NIR-related incidents and maintain documented accountability structures. Governance meetings should include periodic review of clinical safety reports and escalation trends.

	Governance & Operational Risks
	HAZ 002, HAZ 006
	Incident Escalation & Safety Oversight
	Incident management must align with NHS England’s national escalation framework. Clinical Safety Officers must be informed of all incidents with potential patient impact. Incident reporting metrics should be reviewed monthly.

	Governance & Operational Risks
	HAZ 001, HAZ 003, HAZ 004, HAZ 005
	Training & Readiness Testing
	Clinical and technical teams must undergo induction training on NIR use, safety principles, and failure procedures. Tabletop and live exercises should validate understanding and readiness at least annually.

	Interoperability & Protocol Translation Risks
	HAZ 003, HAZ 004, HAZ 009
	IHE Profile Conformance (XDS, XCA)
	Suppliers must prove conformance with IHE XDS and XCA standards through onboarding testing. Non-conformant implementations must be risk assessed and formally accepted by NHS England.

	Interoperability & Protocol Translation Risks
	HAZ 009
	API & Future Standards Alignment
	Future development phases must ensure APIs align with evolving interoperability frameworks. Backward compatibility testing must confirm safe transition between standards.

	Interoperability & Protocol Translation Risks
	HAZ 003, HAZ 004, HAZ 010
	Cross-Vendor Translation & Gateway Behaviour
	Gateway components must handle message translation consistently across vendor systems. Monitoring must detect translation errors and latency. Vendors must participate in interoperability testing during each major release.
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Referenced Standards and Frameworks within NIR Documentation
	Category
	Standard / Framework
	Description / Use within NIR

	Document Exchange
	IHE XDS.b (Cross-Enterprise Document Sharing)
	Core profile for registering and discovering clinical documents.

	Cross-Community Access
	IHE XCA (ITI-38 / ITI-39)
	Enables discovery and retrieval of imaging and report data across organisations. Referenced in NIR Error Handling-v33 and Trust Model-v24.

	FHIR Document Sharing
	IHE MHDS (Mobile Health Document Sharing)
	FHIR-based standard for federated document access. Supported in parallel with XCA (NIR Product Brief).

	Imaging Retrieval
	DICOM WADO-RS / WADO-WS
	Imaging retrieval protocols for RESTful and SOAP-based access to diagnostic images. Mentioned in Trust Model-v24.

	Security & Identity
	WS-Security (OASIS Standard)
	SOAP message signing and encryption (for XCA / XDS exchanges).

	
	SAML 2.0 / XUA (Cross-Enterprise User Assertion)
	Provides user identity and authorisation in SOAP exchanges.

	
	OAuth 2.0 / IUA (Internet User Assertion)
	RESTful (FHIR/MHDS) authentication and authorisation mechanism.

	
	Mutual TLS (mTLS) via NHS Private CA
	Enforced at transport layer for system authentication (Trust Model-v24, Security and Compliance Strategy-v5).

	Data Representation
	HL7® FHIR® R4
	Used for MHDS document queries and retrievals.

	Metadata & Governance
	NHS England DDC Interoperability Standards Catalogue
	NHS reference for national-level interoperability alignment.

	Error Handling & Compliance
	IHE IT Infrastructure Technical Framework Vol. 3 (ITI TF-3)
	Referenced for error response patterns in NIR Error Handling Framework-v33.
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